ZACHARY ALLGOOD
Phoenix, AZ - (480) 427-9086 - zach@allgood.tech - LinkedIn - Website

KEY SKILLS

Nmap - Burpsuite - SIEM - Splunk - PHP - Javascript - Apache - Nginx - Bash
OWASP Top 10 - AWS - Python - SQL - Powershell - Scripting - Documentation

PROFESSIONAL EXPERIENCE

Senior Developer 10/2020 - Current
Rightpoint - Remote

Investigate complex issues on production instances

Respond to critical and high priority issues promptly to minimize downtime and data loss
Monitor server performance utilizing New Relic SIEM

Architect and implement custom solutions and integrations

Write secure and efficient code to protect customer information and decrease response
times

Discuss engagement goals and solutions directly with clients

Work with vendors and other development teams to resolve issues and implement new
functionality

Mentor junior developers to ensure growth and consistent learning

Conduct regular code reviews to ensure secure and efficient code

Write concise internal documentation

Senior E-Commerce Engineer 10/2018 —10/2020
Crimson Agility - Gilbert, AZ

Maintain web architecture hosted on AWS and Rackspace

e Troubleshoot and debug issues on Magento and Magento 2 E-commerce websites
e Communicate estimates and work plans with management and clients
e Manage deployments using Bitbucket pipelines
e \Write and review code to ensure security and resilience
e Help other developers understand concepts that they are unfamiliar with or inexperienced in
e |ead team of 4 developers scheduling tasks and managing workloads
Level 2 Engineer 11/2017 — 09/2018

Nucleus Support - Springfield, MO

Triage incidents and implement custom functionality utilizing a ticketing system

e Take ownership of clients to ensure that they have an enjoyable and efficient experience
e Speak directly with clients to assist with emergency issues
e Utilize git pipelines to deploy changes
Junior Software Engineer 10/2016 - 11/2017

Classy Llama - Springfield, MO

Create extensions and themes for clients using Magento and Magento 2

e \Workin an agile team
e Communicate effectively with team members, QA analyst, and clients
e Create quality extensions and code for clients and internal use
e Generate suggestions for clients based on their needs and budget
Software Engineer Intern 10/2015 - 05/2016

Classy Llama - Springfield, MO


https://www.linkedin.com/in/zach-allgood/
https://resume.allgood.tech/

EDUCATION

Western Governors University
Bachelor of Science - Cybersecurity and Information Assurance

Certifications:

Amazon Web Services (AWS) Certified Solutions Architect Associate
Splunk Core Certified Power User

(ISC)? SsCP

CompTIA PenTest+

ComprTIA CySA+

CompTIA Project+

CompTIA Security+

CompTIA Network+

CompTIA A+

AXELOS ITIL 4 Foundation

Adobe Commerce Professional Developer
Adobe Commerce Expert Developer

Adobe Commerce Expert Front-End Developer
Adobe Commerce Expert Cloud Developer

ADDITIONAL CAREER DEVELOPMENT

Cloud Resume Project:

Completely hosted using AWS

e Utilizing services such as S3, CloudFront, Route 53, DynamoDB, and Lambda
e Utilizing security concepts such as defense in depth and principle of least privilege
e Implement alerts using CloudWatch

HackTheBox Academy:

Complete hands-on training on penetration testing, ethical hacking, and bug bounties



